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Stay One Step Ahead: 
4 New Scams and How to Avoid Them

Continued on page 2

Scammers are constantly looking for new and inventive ways to steal 
someone’s hard-earned money or private information. So, it’s important to 

remain vigilant and watch for major warning signs, especially when browsing 
the internet. Here are four of the latest scams that have become more 

prevalent and what you can do to avoid them.
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CAPTCHA/Prove You’re 
Not a Robot

When you visit a website, 
you’ve likely seen a 
pop-up that asks you 
to verify your identity, 
whether it’s by checking 
a box or typing in a code. 
Scammers are using this 
technology to trick people 
into installing malware on 
their device. How it works 
is that whenever you visit 
a website, you get an 
unexpected pop-up asking 
to verify if you’re human.

Normally, this would involve 
the usual methods, but 
with a CAPTCHA scam, 
you may be asked to follow 
certain steps to verify your 
device. It might ask you to 
type commands into your 
computer. Once you do this, 
the scammer can install 
malware and steal your 
valuable information. A real 
CAPTCHA doesn’t require 
you to install anything or run 
prompts on your device.

If you get a prompt like that, 
stop interacting with the 
website, disconnect from 
the internet, run security 
scans, and change any 
relevant passwords.

Tech Support
Scammers pose as 
tech support for known 
companies, like Microsoft 
or Google, and contact 
you about a critical issue 
with your device you need 
to fix quickly. However, 
and this is a sign of a 
scam, they then ask you 
to send cash, gift cards, 
or cryptocurrency. They 
will then ask for remote 
access to your computer, 
and once you grant that, 
your money and personal 
information are at risk of 
being stolen. 

These companies never 
contact you about any 
issues out of nowhere. 
So, if a person is claiming 
to represent these major 
companies, don’t interact 
and report the scammer to 
the authorities.

Digital Arrest
This is a very sophisticated 
scam that really preys on 
fear. While more common 
in Asian countries, these 
elaborate scams are 
becoming more prevalent 
around the world. In a digital 
arrest scam, fraudsters 
impersonate federal agents, 
such as the FBI, DEA, OR 
NSA, and target victims 
with fabricated warrants or 
investigations for severe 
crimes. Scammers contact 
you through video chatting 
platforms and interrogate 
you for hours at a time, 
threatening arrest if you 
do not pay a settlement or 
fine to get rid of the bogus 
charges. Law enforcement 
does not make these kinds of 
threats. 

If you receive a call from 
someone threatening you, 
hang up and contact the 
proper authorities.

Continued-  Latest Scasm to Watch Out For

For more information on how to protect yourself from the latest 
scams and tips on what to do if you’re a victim of fraud, visit 
the Cyprus CU Fraud Prevention page.

Investment Clubs
This is a scam that has been 
steadily increasing over the 
past few years. Fraudsters 
set up fake brokerage firms 
and invite unsuspecting 
investors to join their 
“investment club” through 
social media platforms. 

While they seem legitimate, 
they control low-priced 
stocks and convince their 
club members to invest in 
them, inflating their price. 
Then, the scammers dump 
their shares at a profit, 
so the investment club 
members register big losses. 
It’s called “ramp-and-dump,” 
which amounts to targeted 
stock manipulation.

Key Points
•	 Scammers are constantly developing new tactics to steal money and 

personal information, making it essential to stay alert online.
•	 Scammers are abusing fake CAPTCHA verification to trick users into 

running commands that install malware.
•	 Fraudsters pose as tech support and claim your device has a serious 

issue, demanding payment to fix it.
•	 “Digital arrest” scams involve criminals impersonating law enforcement 

to pressure victims into paying money.
•	 Fake investment clubs lure people into buying manipulated stocks, 

allowing scammers to profit while investors suffer losses.



3

Send your loan 
payment on 

summer break!

For only $30, you can skip your next loan 
payment and have more money available for 

summer fun. Plus, Cyprus will donate a portion 
of the $30 fee to Utah charities.

Visit CyprusCU.com/skip-a-payment for more info.

2026 Scholarship Recipients

Congratulations to the 
recipients of Cyprus Credit 
Union's 2026 scholarship 
program! This spring, each 
of these high school seniors 
received $2,000 to go 
toward the next steps in 
their educational careers. 

To apply for a scholarship, 
applicants viewed Cyprus 
Credit Union's online 

Personal Finance video 
series, completed spending 
plans using the knowledge 
they gained from the 
videos, and created videos 
of their own addressing 
how they can use what 
they've learned to foster 
financial health throughout 
their time at college, 
university, or trade school. 

We wish each of these 
recipients all the best in 
their future endeavors.
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Member Services
www.CyprusCU.com	
801-260-7600
800-929-7787 (Toll-Free)
Phone Banking: 801-260-7999

Current Cyprus Credit Union Privacy Policy

To view other disclosures and Cyprus CU policies, visit CyprusCU.com and search for "disclosures."

Holiday Closures
Cyprus Credit Union will be closed in observance of the following holidays:

Independence Day Pioneer Day Labor Day
Saturday, July 44

JULY
Friday, July 24

JULY

24 Monday, September 7

SEPT
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